LEHTPANbHBLIA BAHK POCCUACKOW ®EOEPALINA

NMACbMO
OoT 2 okTAGpPA 2009 r. N 120-T

O NAMATKE
"O MEPAX BE3OINACHOI'O UCNOJIb30OBAHUA BAHKOBCKUX KAPT"

BaHk Poccum B pamkax paboTbl N0 MHAOOPMNPOBAHNIO O PUCKAX, CBA3AHHLIX C UCMOMb30BaHNEM BaHKOBCKUX
KapT, U MOBbILEHNIO (DMHAHCOBOW rPamMOTHOCTU HaceneHus nogrotoBwn amatky ona gepxartenen 6aHKOBCKMX
KapT o Mmepax 6e3onacHoro ucrnonb3oBaHus 6aHKOBCKUX KapT (ganee - NawmsTka).

TepputopuaneHbiM yypexaeHuam baHka Poccuy npegnaraeTcs NpoBeCTU € KpeaUTHbIMU OpraHvM3aumnsiMy
OOMONHUTENBHY paboTy, HanpaBNEeHHY Ha MOBbILEHNE MHPOPMUPOBAHHOCTU AepxaTenen 6aHKOBCKMX KapT O
Mepax Mo COXPaHHOCTU BAHKOBCKOW KapThl, €e PEKBU3NTOB, NEPCOHANbLHOIO NAEHTUMOMKALMOHHOIO HoMepa (Janee
- MNH) » apyrMx p[JaHHbIX, @ Takke Ha CHWXEHWE BO3MOXHbIX PWUCKOB MpW COBEPLUEHWM onepauun c
ncnonb3oBaHnem GaHKOBCKOWM KapTbl B 6aHkomaTe, npu 6e3HanMyHon onnarte ToBapoB 1 YCNyr, B TOM Yucne 4yepes
ceTb VHTepHeT, Bkmoyasa pasmelleHve [lamsatkm B mMectax obcnyxkuBaHus gepxaTtenen OGaHKOBCKMX KapT, B
OOCTYNHOW ANns o3HakomneHus opme.

Hactoswee nucbmo BaHka Poccun nognexut onybnukosaHumio B "BectHuke BaHka Poccun'.

3amectutens Npegcenartens
BaHka Poccun
T.HYYTYHOBA

[MpunoxeHune
K nucemy banka Poccum
ot 02.10.2009 N 120-T

MAMATKA
"O MEPAX BE3OINACHOI O UCIMNONb3OBAHNA BAHKOBCKMX KAPT"

CobGntogeHne pekomeHgauuii, copepxawmxcsa B [MamsaATke, NO3BONMT 06ecneunTb  MakCUMaribHYH
COXpaHHOCTb GaHKOBCKOW KapThl, ee pekBuautos, MUH 1 apyrux aaHHbIX, a Takke CHU3UT BO3MOXHbLIE PUCKU Npu
COBepLUEHUN onepauunii ¢ Ucnonb3oBaHeM GaHKOBCKOW kapTbl B GaHkoMaTe, npu 6e3HanuyHoli onnaTe ToBapoB U
ycnyr, B TOM Yucre vyepes ceTb NIHTepHeT.

OO6wme pekomeHaaunm

1. Hukorpa He coobwawnTte MNMNH TpeTbm nuuam, B TOM 4Mcne POLCTBEHHWKaM, 3HAKOMbIM, COTPYAHMKAM
KpeOuTHOW opraHusauum, kaccupam v niuam, nomorarLwmMMm Bam B ncnonb3oBaHum 6aHKOBCKOWM KapThbl.

2. TINH HeobxoaMMO 3anoMHWTL UMM B Crydae, €cnvM 3TO SABNSETCs 3aTPyOHUTENbHBLIM, XPaHWUTb €ro
OTOeNbHO OT GAHKOBCKOWM KapTbl B HEAIBHOM BUAE M HEOOCTYMNHOM ANsl TPETbMX NNL, B TOM YUCIE POOCTBEHHUKOB,
MmecTe.

3. Hukorga Hu npm Kakux oOCTOATENbCTBAX He nepefaBante OAHKOBCKYHO KapTy AMNS MCMNOSb30BaHUA
TPETbUM nMuam, B TOM 4ucne poAacTBeHHMKam. Ecnm Ha ©aHKOBCKOM KapTe HaHeceHbl pamunust U UMs
un3nyeckoro nuua, To TONbKO 3TO PU3NYECKOE NNLO MMEET NPaBO UCMOMb30BaTb BAHKOBCKYHO KapTy.

4. MNpw nonyyeHnn 6aHKOBCKOW KapTbl pacnuwnMtTecb Ha ee 06OPOTHOW CTOPOHE B MecTe, NpegHa3Ha4YeHHOM
Ons noanucu gepxartensd ©0aHKOBCKOM KapTbl, €CnNM 3TO MNPegyCMOTPEHO. OTO CHU3WUT PUCK WUCMOMb30BaHWS
GaHkoBCKOM kapTbl 6e3 Ballero cornacus B cnydae ee ytparhbl.

5. byabTe BHUMAaTerbHbl K YCIIOBUSAM XPaHEHWs U UCMONb30BaHMs O©aHKOBCKOMW kapThl. He moaBeprante
GaHKOBCKYIO KapTy MeXaHU4eckum, TemnepaTypHbIM W 9NEeKTpOMarHWTHbIM BO3OEWCTBUSAM, a Takke msberavite
nonagaHvs Ha Hee Bnaru. BaHKOBCKYO KapTy Hemnb3s XpaHuTb pPSAoOM C MOOMMbHLIM TenedgoHoM, GbITOBON U
0OMCHON TEXHMKOM.

6. TeneoH KpeoMTHOM opraHu3aummn - amuTeHTa 6aHKOBCKOW KapTbl (KPEAMTHOW opraHu3aumu, BbloaBLuen
GaHKOBCKYKO KapTy) yka3aH Ha oOOpOTHOM CTOpoHe GaHKOBCKOW KapTbl. Tawkke HeoOXOAMMO BCerga umeTtb Mpu
cebe KOHTaKTHble TenedOHbl KPEAUTHOW OpraHmn3auum - aMmTeHTa 6GaHKOBCKOWM KapTbl U HOMep GaHKOBCKOWM KapTbl




Ha OpYrMxX HOCUTENAX WHAOPMauMu: B 3aNUCHOW KHWKKE, MOOUINbHOM TenedoHe w/vnv ApYyrux HOCUTENsAX
MHopMaLnn, HO He paAaoM ¢ 3anuckto o MNNH.

7. C uenblo NpegoTBpaLLeHnsi HeNMpaBOMEPHbIX AENCTBUIA MO CHATUIO BCEW CYMMbl OEHEXHbIX CPeacTB C
©aHKOBCKOro cyeTa LenecoobpasHo yCTaHOBUTb CYTOYHbIN NMUMUT Ha CymMMy onepauuin no GaHKOBCKOW kapTe u
O[HOBPEMEHHO MNOAKMIOYNUTL SMEKTPOHHYI YCAyry OMOBELWEeHUs O MNPOBEAEHHbIX onepaunsx (Hanpumep,
onoseLlleHne nocpeacTtsoM SMS-coobLeHUn nnm MHbIM CNOCOBOoM).

8. MNpun nony4yeHun nNpocbObbl, B TOM YMCNE CO CTOPOHbI COTPYAHMKA KPEAWUTHOM opraHumsaumu, coobLumTb
nepcoHanbHble AaHHble unu uHdopmauui o 6GaHkoBckonm kapTe (B Tom uyucne [MMNH) He coobwante wux.
[Mepe3BoHUTE B KpPeAUTHYIO OpraHM3auuio - SMUTEHT OaHKOBCKOM KapTbl (KPEAMUTHYK OpraHu3auuio, BblAaBLUYHO
GaHKOBCKYHO KapTy) 1 coobLmMTE O JaHHOM (hakTe.

9. He pekomeHayeTCs oTBeYaTb Ha 3MEKTPOHHbIE MUCbMA, B KOTOPbIX OT MMEHW KpeaMTHOW opraHunsauum (B
TOM 4uCrne KpeaWTHOW OpraHu3auun - aMuTeHTa OaHKOBCKOW KapTbl (KpeaWTHOW oOpraHu3auvu, BblaaBLUEN
GaHKOBCKYlO KapTy)) npegnaraeTcs npegocTaBUTb NepcoHarnbHble AaHHble. He cnegynTte no "ccbinkam',
yKa3aHHbIM B MUCbMax (BKMOYasi CCbIKM Ha CaWT KPeAWTHOW opraHuM3auuu), T.K. OHW MOryT BECTU Ha
CanTbI-OBOVNHUKN.

10. B uenax nHpOpMaLMOHHOIO B3aMMOAEWUCTBUS C KPEAUTHOW opraHu3auuen - aMuteHToOM GaHKOBCKOW
KapTbl (KpeauTHOWM opraHnsauunn, Bbigasliein 6aHKOBCKYIO KapTy) PEKOMEHAYETCS UCNOMb30BaThb TONBKO PEKBU3UTDI
CpeacTB cBA3UM (MOOWMbHBLIX WM CTauMOHApHbIX TenedgoHoB, (akcoB, WHTEPAKTUBHbIX web-canToB/nopTranos,
OBbIYHOM W 3MEKTPOHHOW NOYTbl M MP.), KOTOpble yKa3aHbl B OOKYMEHTax, MOMyYeHHbIX HEeNOCPeACTBEHHO B
KpeAUTHOWM opraHn3aumm - SMMTeHTe GaHKOBCKOW KapTbl.

11. lMomHute, 4to B cnyyvae packpbltua [MH, nepcoHanbHbIX AaHHbIX, YyTpaTbl 6aHKOBCKOW KapTbl
CYyLLECTBYET PUCK COBEPLUEHWUS] HEMPaBOMEPHbIX OEWCTBUMI C AEHEXHbIMU cpeacTBaMu Ha Bawem GaHKOBCKOM
cYeTe CO CTOPOHbI TPETLUX NNLL.

B cnyyae ecnu umetotcs npegnonoxeHnss o packpbitun MAH, nepcoHanbHbIX OaHHbIX, MO3BOMSHOLLNX
COBEpLUMTb HeMnpaBoOMeEpHble AehcTBUs ¢ Bawwmm 6aHKOBCKMM cyeToM, a Takke ecnu 6aHKoBckasi kapTa Obina
yTpayeHa, HeoOXOOMMO HeMeOJIeHHO 00paTUTbCA B KPEeOUTHYK OpraHusauuio - 3MUTEHT OaHKOBCKOM KapThbl
(kpeauTHylO opraHuMsaumio, BblgaBLUyO OGaHKOBCKYKD KapTy) WM CrefoBaTb YKasaHWsM COTpydHMKa [aHHON
KpeauTHoOM opraHmsauun. [1o MOMeHTa obpalleHnss B KPeAUTHYK OpraHn3aumio - SMUTeHT 6aHKoBCKOW kapTbl Bbl
HeceTe PUCK, CBA3aHHbIN C HECAHKLMOHMPOBaHHbLIM CNMCaHUEM AeHeXHbIX cpeacTs ¢ Bawero 6aHkoBCKOro cyeta.
Kak npaBuno, cormacHo ycroBusiM [OroBopa C KPeaWTHOW opraHv3aumend - SMUTEHTOM OaHKOBCKOW KapThbl
OeHexXHble CcpeacTea, CnucaHHble ¢ Bawero 6aHkoBCkOro cyeta B pesynbTaTte HeCaHKLUMOHMPOBAHHOIO
ncnonb3oBaHus Bawelr 6GaHKOBCKOM KkapTbl OO MOMEHTa yBeOoMIieHMs OO 3TOM KpeauMTHOW opraHusaumu -
aMuUTeHTa OaHKOBCKOWM KapTbl, HE BO3MELLAIOTCS.

PekomeHnaaLmmn npy coBepLLEHMIN OnepaLuit
¢ 6aHKoBCKOW kapTol B baHkomaTte

1. OcyuwiecTBnsnTe onepaumm C WCMOMb30BaHMEM OaHKOMATOB, YCTAHOBIEHHbIX B Ge3onacHbiXx MecTax
(Hanpumep, B rOCYAapCTBEHHbIX YYpeXOeHusiX, noapasgeneHusix 6aHkoB, KPYMHbIX TOProBbIX KOMMMEKcaXx,
rocTMHULAXx, asponopTax u 1.n.).

2. He ncnonbk3yiite ycTponcTBa, KoTopble TpebytoT BeBoga NWH ons goctyna B nomelleHue, raoe pacnonoxeH
GaHkomar.

3. B cnyyae ecnu nobnmsoctu ot GaHKOMaTa HaxogAaTCs MOCTOPOHHME nuua, crneayeT BblbpaTe Gonee
noaxoAsilee BpeMs ANs UCMONb30BaHUA 6aHKoMaTa nnv Bocnonb3oBaTbCcs ApyrMM 6aHKOMaToM.

4. Tlepen wucnonb3oBaHWeM OaHKOMaTa OCMOTPUTE €ro Ha Hanuume [OOMOSTHUTEMbHBLIX YCTPOWCTB, He
COOTBETCTBYHLUMX €ro KOHCTPYKUMM W PachnorioXeHHbIXx B MecTe Habopa lMWH un B mMecTe (Mpopesb),
npegHasHa4YeHHOM AN Mpuema KapT (HanpyuMmep, Hanuyine HEpPOBHO YCTAHOBIEHHOW KnaeuaTtypbl Habopa MUH). B
yKa3aHHOM Crydae BO3[AEPXKUTECH OT UCMOSb30BaHNS Takoro 6aHkomara.

5. B cniyyae ecnu knaBuaTtypa unm Mecto Ansi npuema kapt 6aHkomaTta obopyaoBaHbl 4ONOMHUTENBHBIMU
YCTPOWCTBaMn, HE COOTBETCTBYIOLLUMMU €r0 KOHCTPYKLUKN, BO3OEPXKUTECH OT UCMONb30BaHNsi BAHKOBCKOW KapTbl B
OaHHOM GaHKomaTe M CcoobLnTE O CBOMX MOAO3PEHMAX COTPYLOHMKAM KPEAMTHOW OpraHusaumm no TernedoHy,
yKa3aHHOMY Ha GaHkomare.

6. He npumeHsanTe dusnyeckyro cuny, 4tobbl BCTaBUTb OaHKOBCKYtO KapTy B GaHkomaT. Ecnmn GaHkoBckas
KapTa He BCTaBMSETCS, BO3AEPKMUTECh OT UCMONb30BaHNA Takoro 6aHkomara.

7. Habwupariite MNMNH Taknum obpasom, 4Tobbl Nniogun, HaxogswWmMecsa B HENOCpPeaCTBEHHOM BM30CTH, HE CMOTMN
ero ysuaeTb. Mpu Habope MNMNH npukpbiBariTe KNaBnaTypy pyKow.

8. B cnyyae ecnu GaHkomaT paboTaeT HEKOPPEKTHO (Hampumep, OOMroe BPEMsi HAXOOWUTCS B pexume
OXMWOaHWs, CamMONMpoM3BOINIBHO NepesarpyXxaeTcs), crnefyeT oTkasaTbCsi OT MCMONb30BaHWsi Takoro GaHkomaTa,
OTMEHWTb TEKYLLYH Onepauuio, HaxaB Ha knaBumaTtype kHornky "OTmeHa", n goxpatbcs Bo3BpaTta OaHKOBCKOM
KapThbl.




9. lNocne nonyyeHMs HanMU4HbIX AEHEeXHbIX cpeacTB B OaHkomaTe cregyeT nepecymTatb OaHKHOTHI
nonucTHo, ybeauntbcs B TOM, 4YTO OaHKOBCKas kKapTa Obina Bo3BpawleHa 6GaHkomaToM, AOXOATbCA Bblgayu
KBUT@HUUM Npu ee 3anpoce, 3aTeM NOMOXUTb MX B CYMKY (KOLUerneK, kKapmaH) 1 TOMbKO Mocrie 3TOr0 OTXOAUTb OT
B6aHkomarTa.

10. CnenyeTt coxpaHATb pacnevyaTtaHHble GaHKOMaTOM KBUTaHUUW OMS NOCMeaylolen CBEPKU YKa3aHHbIX B
HVMX CYMM C BbINNCKON MO BaHKOBCKOMY CYeTY.

11. He npucnywvBantecb Kk coBeTaM TpeTbUX KL, a TakKe He NpUHMManTe MX MOMOLLb NpU NpPoBeAeHUU
onepauuin ¢ 6aHKOBCKOW KapTon B GaHkoMaTax.

12. Ecnn npu npoBedeHun onepaumi ¢ BGaHKOBCKOM kapTonm B HaHkomate OGaHkomaT He BO3BpallaeT
GaHKOBCKYIO KapTy, criedyeT NO3BOHWUTb B KPEAMTHYIO OpraHu3auuto no TenedoHy, ykasaHHOMy Ha GaHkomaTe, U
00BACHMTE 06CTOATENBCTBA NPOU3OLLEALLErO, a Takke cnegyeT obpaTuUTbCa B KPEAUTHYHO OPraHU3aumio - SMUTEHT
GaHKOBCKOWM KapTbl (KPEAWTHYIO OpraHusauumio, BblOaBLUyl0 GaHKOBCKYK KapTy), KoTopasi He Obina Bo3BpalleHa
GaHkomaToM, 1 Janee cnefoBaTb UHCTPYKUUSIM COTPYAHUKA KPeQMTHOW OpraHu3aLmu.

PekomeHgauum npy ncnonb3oBaHnn 6aHKOBCKOW KapThbl
Ans 6e3HannMyHOM onnaTbl TOBapoB W yCryr

1. He ucnonb3yinte 6aHKoOBCKME KapTbl B OpraHM3auusax TOProBiuv 1 YCNyr, He Bbi3bIBAKOLLMX LOBEPUS.

2. TpebyiTe npoBedeHns onepaunin ¢ 6aHKOBCKOW KapToOW TOMbKO B Bawem npucytctBum. 3T0 HEOBX0AMMO
B LIENSAX CHXXEHMS pucka HeNpaBoOMEPHOro nonyveHusi Bawnx nepcoHanbHbIX AaHHbIX, YKa3aHHbIX HA GaHKOBCKON
KapTe.

3. MNpwu ncnonb3oBaHUM GaHKOBCKOW KapTbl ANA onnaTtbl TOBApOB M YCIyr Kaccup MoxeT notpebosatb OT
Bnagenbua 6aHKOBCKOW KapTbl NpeaocTaBUTb nacnopT, nognucatb Yek unu Beectu MNUH. Mepen Habopom MAH
cnepyeT ybeoutbCcs B TOM, YTO MOAM, HaxoOslWMecs B HenocpeacTBEHHOW O6nM30CTW, HEe CMOTyT ero yBUAETb.
Mepen Tem kak noanucaTh Yek, B 0693aTenbHOM NOpsSaKe NPOBEPbTE CYMMY, YKa3aHHYIO Ha Yeke.

4. B cnyyae ecnu npu nonbiTke onnatbl 6aHKOBCKOWM KapToW MMena MecTo "HeycnelHas" onepauus, cnengyet
COXpaHWUTb OOWH 9K3EeMNNSAP BbIAAHHOMO TEPMUHANOM 4Yeka ANA nocnefyllen MnpoBepKkM Ha OTCYyTCTBUE
yKa3aHHOW onepaumun B BbINUCKe No 6aHKOBCKOMY CHETY.

PekomeHgaummn npu coBepLieHun onepaummn ¢ 6aHKkoBCKON
KapTomn 4Yepes ceTb IHTepHET

1. He ucnonbaywnte NWH npu 3akase ToBapoB u ycnyr Yepes ceTb VIHTEpHET, a Takke no tenedoHy/dakcy.

2. He coobuaiite nepcoHanbHble AaHHble unu nHdopmaumio o 6aHKOBCKOM(OM) KapTe (cdeTe) Yyepes ceTb
WHTepHeT, Hanpumep MWH, naponu goctyna Kk pecypcam 0aHka, Cpok OencTBuSA GaHKOBCKOW KapTbl, KpeaWUTHbIE
NMUTbI, UICTOPUIO ONepPaLMi, NepPCOHanbHblE AaHHbIE.

3. C uenblo NpegoTBpaLLEHNs HEMPABOMEPHbLIX AENCTBUIA MO CHATUK BCEW CYMMbl OEHEXHbIX CPeacTB C
GaHKOBCKOro cHeTa pekoMeHAyeTcs ANs onfaThl MOKYMNOK B CETU VIHTEpPHET NCMONb30BaTb OTAENbHY OaHKOBCKYHO
KapTy (Tak HasbiBaeMylo BUPTYyanbHYO kapTy) C npedernbHbIM NMMUTOM, NpeaHa3HayYeHHYHo TONbKO AN yKasaHHON
Lenu 1 He NO3BOSSAOLLYIO NMPOBOANTL C €€ UCMOMNb30BaHNEM OnepaLun B OpraHn3aumsax TOProsnm 1 ycryr.

4. CnepyeT Nonb30BaTbCs UHTEPHET-CaNTaMUn TOMBKO U3BECTHBIX Y NMPOBEPEHHbBIX OpraHu3aunin TOproenn u
YCnyr.

5. Ob6sazartenbHO ybeanTechb B NpPaBUbHOCTM aapecoB MHTEPHET-CANTOB, K KOTOPbIM MOAKMNOYaeTeCh M Ha
KOTOpbIX COOMpaeTecb COBEPLUUTb MOKYMKW, T.K. MOXOXWE agpeca MOryT UCMOMb30BaTbCA AN OCYLECTBMNEHUSA
HenpaBOMEPHbLIX AENCTBUINA.

6. PekomeHgyeTcsa coBepliaTb MOKYMKUM TOSMIBKO CO CBOEro KOMMbIOTEPA B LENsAX COXpaHeHUs
KOH(hbMAEeHUMaNbHOCTM NEPCOHANbHbIX AaHHbIX U (M) Hdopmaumm o 6aHKOBCKOW(OM) KapTe (cyeTe).

B cnyyae ecnu nokynka COBEPLUAETCA C WCMONb30BAaHMEM YYXKOTO KOMMbKOTEPA, HE pPEKOMEHAYeTCSs
COXPaHsITb HA HEM MepCcoHarnbHble AaHHbIE U OPYryH MHAOPMaLMIo, a MOCre 3aBepLUeHMs BCEX onepaumi Hy)KHO
ybeanTbCs, YTO MepcoHarnbHble aHHble U Apyras MHopMauus He coxpaHunuchb (BHOBb 3arpy3uB B Opaysepe
web-cTpaHuuy npogaBsua, Ha KOTOPOW COBEpPLUANMCh MOKYMKN).

7. YCTaHOBWTE Ha CBOW KOMMbBIOTEP AaHTUBMPYCHOE MpOrpaMMHOe obecrneyeHne u perynsipHo nNpov3BoauTe
ero obHoBMNeHne 1 0GHOBMEHNE APYrMX UCNOMb3yeMbiXx BaMmy nporpammHbIx NPoAyKTOB (OnepaunoHHOW CUCTEMBI U
NpUKNagHbIX Mporpamm), 370 MOXET 3awuTute Bac OT NpPOHWKHOBEHWST BPEAOHOCHOrO MNPOrpamMMHOro
obecneyeHus.




