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O PUCKAX NP ANCTAHLIMOHHOM BAHKOBCKOM OBCINYXXUBAHUA

BaHk Poccum oTmevaet, 4yTto B nocregHee BpeMs B POCCUMACKOM cCermMeHTe ceTu WIHTepHeT ydacTunuch
ceTeBble aTakMm Ha caWTbl U cepBepbl (Janee - pecypcbl) KPeOWTHbIX OpraHu3auun, a Takke MomnbITKK
HenpaBOMEPHOrO MOJTyYeHUS NepCOHaNbLHON MHAOPMaL MK NoNb3oBaTeNen CMCTeM ANCTAaHLMOHHOITO BaHKOBCKOro
obcnyxumBanus (aanee - 0BbO) (naponu, cekpeTHbIE KMYN CPEACTB LWMEPOBaHMS U aHanoroB co6CTBEHHOPYYHOW
nognucu, NMWH-kogpl 1 Homepa GaHKOBCKMX KapT, a Takke NepcoHarnbHble AaHHbIE UX BNagenbua).

Haunbonee pacnpocTpaHeHHbIMU ABASKTCA pacnpefenieHHble ataku Tuna "oTka3 B obcnyxuBaHun", npu
KOTOpbIX BOMNbLIOE KONMMYECTBO KOMMbLIOTEPOB (OT HECKOMbBKMX COTEH [0 COTEH ThiCcAY), MporpaMmmHoe obecneyeHune
KOTOPbIX npeaBapuTensHO cneumanbHbIM obpasom ONCTaHLUNOHHO MoamdpuumupyeTcs nmuamm,
npeanpMHUMAaOLLUMM MOMNbITKU HENPABOMEPHOIO NOMy4YeHUst NepcoHanbHON MHOpMaLMM Nonb3oBaTenen cuctTeM
OBO, no komaHae ykasaHHbIX UL, HaYuMHaT OLHOBPEMEHHO HaMpaBnsATb MAaCCOBble 3anpocbl HAa aTakyembln
pecypc, cepbe3Ho HapyLlasa nMbo nonHocTeio Grokupysa ero paboty. Npu aToM Bnagenew, pecypca, Kak npasuno,
He MOXEeT camocTodATenbHo, 6e3 nomowm nposangepa VHTepHeTa, BOCCTaHOBUTL paboTocnocoBHOCTL pecypca.
MpoaomkNTENBHOCTb aTak MOXET COCTaBMATb HECKOJTbKO CYTOK, B TEYEHME KOTOPbIX OKa3blBAETCS HEBO3MOXHbIM
OBO MHOXecTBa KNUMEHTOB KPEAMTHOW OpraHu3auum, YTo MOXET HaHEeCTU NpsiMon yuepb aTon opraHusauumn n ee
KNMeHTaMm.

B cBA3n ¢ nanoxeHHbIM baHk Poccun cuntaeT uenecoobpasHbiM pekoMeHA0BaTh KpeAMTHBIM OpraHu3aumsam
BKIIOYATb B JOrOBOpbLI, 3aKrnyaeMble ¢ npoBavaepamu MHTepHeTa, 0b6a3aTenbcTBa CTOPOH MO MPUHATUIO Mep,
HanpaBIieHHbIX Ha onepaTVBHOE BOCCTAHOBMNEHME (PYHKLMOHWPOBAHUSA pecypca Mpu BO3HUKHOBEHUWM HELUTaTHbIX
cuTyauui, a Takke OTBETCTBEHHOCTM 32 HECBOEBPEMEHHOE UCMOSTHEHNE Taknux 0b6a3aTensCcTB.

Mpu coBeplieHNN MOMbITOK HENPaBOMEPHOrO MONTyYeHUs MepcoHanbHOW MHAOPMauun nonb3oBaTenen
cuctem [BO knNueHTam KpeamuTHbIX OpraHmn3aLmi No CMCTEMaM 3MEKTPOHHOW MOYTbI HAaNpaBnsaTCa coobLLeHuns, B
KOTOPbIX MOA KakumMu-nubo npegnoramu (TEXHUYECKOE MEPEBOOPYKEHUE OpraHm3aumu, OOHOBMEHME UM CBepka
0a3 gaHHbIX KpegMTHOW opraHM3aLmm 1 T.M.) npeanaraeTcsa BBECTU C KraBMaTypbl KOMMbOTEPA yKa3aHHble KOAbl B
nons 9KpaHHbIX OPM B XO4E€ MWMUTUPYEMbIX CEaHCOB WH(OPMALMOHHOIO B3aMMOAEWUCTBUS C KpeauTHOM
opraHmsauuen (kK npumepy, Yepes co3faHHbln Aybnukat ee web-cavrta). OgHOBpPEMEHHO Ha KOMMNbIOTEP KIMEHTa C
web-canta MoryT nepegaBaTbCA BpPELOHOCHBIE MPOrpamMMbl, SABMSIOWMECS KOMMbIOTEPHLIMU BUpycamMn UIu
"3aknagkamu”, BbIMOMHAIOWMMM B (DOHOBOM peXMMe paboTbl CKpbITble OYHKLNW, CBA3AHHbIE C HEMPABOMEPHLIM
nony4yeHveM nepcoHarnbHon nHdopmaLrmm nonb3osatenen cuctem AB0.

HaGniogatoTcss cnydyanm HeNpaBOMEPHOro MOMYYEHUs PEKBM3NTOB OaHKOBCKUX KapT MpU NpOBEeAEHMM
onepauun 4yepe3 OaHkomatbl. [MpM 3TOM MCNONb3YKOTCA HakKNagHble YCTPOWCTBA Ha kraBuaTypy Ans BBoAa
MNH-koga unn Ha yCTPOMCTBO ANA NMpvemMa kapT B DaHKomaT, a Takke cneuuanbHO NpucnocobneHHble Ans 9TuX
uenen "canbwmebie" 6aHKOMAaTbI, KOTOPbIE HE3aKOHHO YCTaHaBMMBAKOTCS, KakK NMpaBuio, B HE KOHTPONUPYeMbliX
KPEAUTHbIMK OpraHM3auMsMM MeCTax M BHELLHe He OoTnuyakTca OT GaHkomartoB, ucnonb3yembix ansa OBO
KNMEHTOB KPEeAUTHbIX OpraHn3aumm.

HenpaBoMepHO NOMy4YeHHblE pasnNUYHbIMKM cnocobammu pekBuM3nTbl BAHKOBCKUX KapT MCMOMb3yHTCA AN
N3roTOBMEHNs1 MoAAeNnbHbIX OaHKOBCKMX KapT, YacTMYHO (Tak HasbiBaemblli "0Genbii Nnactvk") UM MONTHOCTBHO
UMUTUPYIOLLMX NoanuHHbIEe. [py ncnonb3oBaHuy B 6aHKoMaTax nogAenbHble OaHKOBCKUE KapTbl NPeAoCTaBnsoT
nx obnagaTtensam Bce BO3MOXHOCTM NOANMHHbIX 6aHKOBCKNX KapT.

B uenax HenpaBoMepHOro nonyyeHWss nepcoHanbHOM WHgopmaumn nonb3osaTenen cucrem [OBO
3aUHTEPECOBAHHbIE NMLA UCNOMb3YIOT TaKkKe pasNMyHble BapuaHThbl TenedgoHHOro MoweHHu4ecTBa. B yacTHocTy,
OTMEeYalTCHa crnyvyan HanpaefeHUsi MOLLEHHUKAMUN Ha MOOWIbHbIE TenedOHbl KITMEHTOB KPeAMTHBIX OpraHu3aumn
SMS-coobLieHnin 0 HeobXoAMMOCTM MO3BOHWUTL MO HOMepam TernedoHOB, KOTOpble B OEWCTBUTENbHOCTU He
npuvHagnexar 3TMM opraHmsaumsaM. Takke NMEeT MECTO 3BOHKM KMMEHTaM C coobLleHnemM aBTonHOpMaTopoB O
npeaocTaBneHMn NPOAYKTOB U ycryr 6aHka ¢ npeanioXXeHNeM HaxaTb onpederieHHble KnaBuwun Ha TenedoHe ans
NoATBEPXKAEHMS COrnacusi B Ux npuobpeteHnn u T.n. Tem cambiM KNMeHTbl 6aHka NPOBOLIMPYIOTCA K BCTYMEHUIO B
KOHTaKTbl C MOLUEHHUKaMW, LENbi KOTOPbIX B TOM YMCIE MOXET SIBMATbCA MNONydeHue KOHUOeHUnanbHOMm
KNMeHTCKon nHdopmaumm (Hanpumep, Homepa 6aHkoBckon kapThl 1 NH-koga).

B cBs3n ¢ nanoxeHHblM BaHk Poccun obpallaeT BHUMaHWE KpeauTHbIX OpraHv3auuii Ha HeOBXOAMMOCTb
pacnpocTpaHeHust npegynpexaaroLlen MHpopmauum Ons CBOMX KIMEHTOB, B TOM 4UCIE C WCMOSb30BaHMEM
npeacTaBuUTeENbCTB B ceTu VHTepHeT (web-caiiToB), O BO3MOXHbBIX Criydasix HenpaBOMEPHOrO MOSfyYeHUs
nepcoHanbHon uHgopmauun nonb3oBaTtenen cuctem OBO. B cocrtaB Takol uHdopmauumn LenecoobpasHo
BKIIOYATb OnMcaHve oduuManbHO MCNonb3yemblx cnocoboB U cpeacTB MHAOPMALMOHHOIO B3aMMOLEWCTBUSA C




KNMeHTaMu, a Takke OMnMcaHus MPUEMOB HEMPaBOMEPHOro MONy4YeHMsl KOO4OB MEepPCOHAaNbHOM maeHTudukaummn
KNMMEHTOB, MHGOpPMauMM O DaHKOBCKMX KapTax U Mep NpedoCTOPOXHOCTM, KOTopble Heobxogumo cobnogatb
KnueHTam, nonb3yowumca cuctemamm OBO. B kavectBe nogobHbIX Mep KpeauTHble opraHusauun mornu Gsbl,
Hanpumep, peKoMeHa0BaTb KNMEHTaM:

- MCKIMOYUTb BO3MOXHOCTb HENPaBOMEPHOro MOSyYeHWs MepCcoHanbHON MHGOPMauUK norb3oBaTenen
cuctem [1BO (He nepenaBaTb HEYNONHOMOYEHHbIM NMLAM);

- OCYLLEeCTBMATb Onepauun ¢ MUcnonb3oBaHMeM 6GaHKOMAaToB, YCTaHOBMEHHbIX B 6Ge3onacHblx MecTax (B
roCy4apCTBEHHbIX YyuYpexaeHusax, noapasgeneHmax ©aHKoB, KpPYMHbIX TOProBbIX KOMMMEKCax, roCTMHULAX,
asponopTax u T.n.);

- He wucnonb3oBaTb OaHKOBCKME KapTbl B OpraHM3aumsx TOProBfvM WM OOCMNYXUBAHWS, HE BbI3bIBAKOLLMX
aoBsepwsi;

- MpW coBepLUeHMN onepauui ¢ HGaHKOBCKOW KapTon 6e3 ucnonb3oBaHWsi 6aHKOMaTOB He BbiNycKaTb ee U3
nons 3peHuss;

- He Mnomnb3oBaTbCA YCTpPOWCTBamu, koTopble TpebytoT BeBoada MNMNH-koga ans goctyna B nomelleHve, rge
pacnonoxeH baHkomar;

- He ncnone3oBatb NMNH-kog npu 3akase ToBapoB NUBO ycnyr No TenedoHy/dakcy unm no cetn NHTepHerT;

- MpM HanNUuMM BO3MOXHOCTW, NPeaoCTaBNAEeMON KPeOUTHOW OpraHusaumen, MCMorb30BaTb PEKBU3UTHI
KapTbl OQHOPA30BOro WUCMOMb30BaHWS (Tak HasblBaeMoW "BUPTyarnbHOW KapTbl') ANS OCyLEeCTBRAEeHUs onnathbl
TOBapOB NMBO ycnyr Yyepes ceTb VIHTEpHET;

- nonb3oBaTtbcsa ycnyron SMS-onoBelLeHns O NpoBeAeHHbIX onepauunsax ¢ npumeHeHnem OBO (B cnydvae
BO3MOXHOCTM MOMyYeHNs Takon ycrnyru);

- OCYLLIECTBNATb MHOPMAaLMOHHOE B3aUMOAENCTBUE C KpEQUTHOWM OpraHn3auuen ToNbKo C UCTMONb30BaHUEM
cpencTB cBs3n (MOOWIbHbBIE U CTaLMOHapHble TenedoHbl, (akcbl, UHTEPaKTUBHbIE web-caliTbl/mopTanbl, 06bl4Has
N 3NeKTPOHHasi moyTa M MNp.), PEKBU3NTbI KOTOPbIX OrOBOPEHbLI B AOKYMEHTaXx, NMofly4aemblX HENOCPEeOCTBEHHO B
KpeauTHOW opraHusauuu.

Hactosiwee nucbMo nognexut onyonunkoeaHuto B "BecTHuke BaHka Poccumn™.

[oBeauTe cogepxaHme HACTOSALLEro NMCbMa 40 CBEAEHUSI KPEOUTHbBIX OpraHn3auui.
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